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Abstract: Wireless sensor networks (WSN) is type of networks that recently emerged to have many 

important applications. They are targeted against many attacks such as sinkhole, selective forwarding, hello 

flood and node replication attacks. Location verification algorithms are used to detect and verify nodes 

locations in WSN and can be used for intrusion detection system (IDS). In this paper, we purpose an IDS 

based on nodes location verification algorithm for WSNs to detect the locations of malicious nodes. In 

addition, this IDS detects hello flood attack and report the attack and goal nodes. The presented IDS 

achieved high detection rate with the average value 9.0643 and low false positive rate with average 0.3263 

and low false negative rate with average 0.1362.  

 

Key words: Intrusion detection, wireless sensor network, location verification, hello flood attack, greedy 
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1. Introduction 

Wireless sensor networks (WSNs) have become a hot research topic in recent years. Applications include 

military, rescue, environment monitoring, and smart houses. A WSN is composed of hundreds or even 

thousands of small, cheap sensors nodes which communicate with one another wirelessly [1]. WSNs are 

distributed in nature using the multi hop communication model. These networks are usually deployed in 

such areas where direct human interaction is either impossible or very difficult. Furthermore, WSNs have 

limitations in terms of computation, bandwidth, memory, and energy. These limitations are considered 

while designing any proposal for such networks. Due to the hostile environments of WSNs, security is one of 

their most important aspects. 

Intrusion detection systems (IDSs) are widely used for securing WSNs. IDS has the ability to detect an 

intrusion and raise an alarm for appropriate action due to the energy and computational power limitations, 

designing appropriate IDS for WSN is a challenging task [2]. 

WSNs are targeted against number of security attacks that affects its performance. The most important 

ones are such as, sinkhole/blackhole attack, selective forwarding attack, node replication attack, hello flood 

attack and wormhole attack. One of those attacks is the hello flood attack where this type of attack appears 

in networks that its routing protocols need to broadcast HELLO packets in order to discover one-hop 

neighbours. An attacker node with a large radio range and enough processing power can send HELLO 

packets to a large number of sensor nodes by flooding an entire section of the network. A node which 

receives such a packet may assume that the attacker is within normal radio range. Hence, sensor nodes can 
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be persuaded that the adversary is their neighbour. Possible solutions to detect this type of attacks could be 

the use of bidirectional verification of links, secure multipath routing, and use of multiple base stations [3]. 

The best practice to secure wireless networks is to implement such a security mechanisms; that is why IDSs 

are more critical in wireless networks. 

In WSNs, localization of nodes is important in applications like target tracking and environment 

monitoring. It is very important to obtain accurate location information to accomplish the related 

applications requirements. The locations of sensor nodes are very important for the following reasons: 

Network operations depend on the locations of sensor nodes, second, he events detected by sensor nodes 

usually should be bound with locations and location verification of sensors considered as security second 

line of defence. The location verification mainly categorized into two types either on-spot verification or 

in-region verification. On-spot verification performs two algorithms, namely, the greedy filtering by matrix 

(GFM) algorithm and the greedy filtering by trustability-indicator (GFT) algorithm. Both algorithms exploit 

the inconsistency between sensors’ estimated locations and their “neighbourhood observations” (the 

messages that each sensor can receive from other sensors in its neighbourhood) [4]. 

In this paper, our focus will be on using the on-spot location verification, specifically, the GFM algorithm 

for verifying locations of sensors to differentiate between malicious nodes and others. Also, to perform 

intrusion detection for hello flood attacks and to improve the security level in WSN. In addition, achieve 

high detection rate for the location verification, low false positive and false negative rates for the intrusion 

detection process. The paper starts with presenting some related work in location verification and some 

solutions for detection of the hello flood attack in Section 2. Then, in Section 3 it discusses the hello flood 

attack. Next, Section 4 presents the proposed system in details starting with the GFM algorithm and the 

process of intrusion detection of the hello flood attack. Later, Section 5 discusses the results. Finally, Section 

6 concludes the paper. 

2. Related Works 

In recent years, a large number of localization schemes such as [5]-[13] were proposed for Wireless 

sensor networks. Other approaches such as: [14], [15] used to filter out bad location references using 

stochastic methods. Yawen Wei and Yong Guanhave introduced greedy filtering by matrix (GFM) algorithm 

and trustability indicator (TI) algorithm [16], to explore the consistency between sensors’ locations and 

their neighbourhood observations to detect location anomalies. Recently, Talasila and others in [17] 

proposed a location authentication protocol named LINK (Location verification through immediate 

neighbours knowledge).  

Most of the location verification algorithms focus on detecting location anomalies, in other words, 

verifying if sensors’ claimed locations are far away from their true locations and they do not take the 

application’s requirements into consideration. In addition, such algorithms as [12], [14], [15], [18], [19], 

they don't completely eliminate wrong location estimations and in case of attacks. From this sense, Yawen 

Wei and Yong Guan have proposed an improved version of their work presented in [4]. They introduced a 

light weight location verification algorithm that is the first work that takes the application requirements 

into consideration. They have also considered their algorithm as a tool of defence against malicious attacks. 

The algorithm performs on-spot and in-region verification. Based on their results the verification achieved 

low cost either in hardware or communication overhead. 

Security in WSNs has taken the attention of many researches. They have implemented many solutions to 

detect attacks or avoid them. Some examples of countermeasures that are designed to detect or avoid the 

hello flood attack are such as the Multi-path multi-base station data forwarding technique that is proposed 

in [20]. Also, author in [21] suggests that hello flood attack can be counteracted by using “identity 
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verification protocol”. This protocol verifies the bi-directionality of a link with encrypted echo-back 

mechanism, before taking meaningful action based on a message received over that link. This defence 

mechanism becomes in effective when an attacker has a highly sensitive receiver and a powerful transmitter. 

If an attacker compromises a node before the feedback message, it can block all its downstream nodes by 

simply dropping feedback messages. Thus, such an attacker can easily create a wormhole to every node 

within range. Since the links between these nodes and attacker are bidirectional, the above approach will 

unlikely be able to locally detect or prevent a “hello flood”. 

In [22] the authors used a cryptographic technique to prevent the hello flood attack. They assumed that 

any two sensors share the same secret key and every new encryption key is generated on fly during the 

communication. This phenomenon ensures that only reachable nodes can decrypt and verify the message 

and hence prevent the adversary from attacking the network. But the main drawback of this approach is 

that anyattacker can spoof its identity and then generate attacks. 

A security mechanism based on signal strength and geographical information is proposed in [23] for 

detecting malicious nodes that launching hello flood and wormhole attack. Another Neighbour-based IDS 

for WSN is implemented in [24]. This algorithm is based on signals that are sent between nodes to detect 

hello flood attacks. This algorithm is promising since the false positive is becoming lower and the false 

negative becoming higher with signal strength increased with an average false positive 0.28 and average 

false negative 3.76 with signal strength 5dB. We will compare our work against this model later in the paper. 

In addition, a threshold based algorithm is proposed in [25] to defend against flooding attacks in MANET. 

The mobile nodes use a threshold value to check whether its neighbors are intruders or not. The following 

section will introduce the hello flood attacks in WSNs. 

3. Hello Flood Attacks 

Some routing protocols in WSN require nodes to broadcast hello messages to announce themselves to 

their neighbors. A node which receives such a message may assume that it is within a radio range of the 

sender. However, in some cases this assumption may be false; sometimes an attacker with large enough 

transmission power could broadcast routing or other information to convince every other node in the 

network that it is its neighbor. For example, an adversary advertising a very high quality route to the base 

station could cause a large number of nodes in the network to attempt to use this route. But those nodes 

which are sufficiently far away from the adversary would be sending the packets into oblivion. Hence the 

network is left in a state of confusion. Protocols which depend on localized information exchange between 

neighboring nodes for topology maintenance or flow control are mainly affected by this type of attack. An 

attacker does not necessarily need to construct legitimate traffic in order to use the hello flood attack. It can 

simply re-broadcast overhead packets with enough power to be received by every other node in the 

network [20]. Such example of a hello flood attacker that has large radio range even larger than the base 

station is shown in Fig. 1. 

 

 
Fig. 1. Example of hello flood attacker. 
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As shown above in Fig. 1(a) an attacker broadcasting hello packets with more transmission power than a 

base station. Fig. 1(b) shows that a legitimate node considers attacker as its neighbor and also as an 

initiator [20]. 

4. Problem Statement 

Due to the huge number of attacks that the WSNs could have those threats the system security and 

performance, a large number of designed systems were developed to detect or reduce the effect of such 

attacks. One of the famous attacks that the WSNs could face is the Hello flood attack as explained earlier. As 

a sequence, implementing an algorithm to detect the hello flood attack has taken the attention of many 

research works. Also, mainly in WSNs the use of location verification schemes is useful. It can be used to 

verify locations of sensors and to authenticate its trust ability. In addition, could be utilized as a second line 

of defense against attacks. However, there was no previous work that utilizes the location verification 

scheme to perform intrusion detection of specific type of attack in WSNs. In our work, we have noticed how 

the location verification model could be utilized to implement an intrusion detection model that detects 

specifically the hello flood attack. The intrusion detection system will later generate an alert of the attack to 

the network administrator. Therefore, it may stop or reduce the impact of it. The following sections will 

explain the system model and proposed algorithm in more details. 

5. System Model and Assumptions 

The system mainly will perform location verification to filter the nodes. Nodes with Abnormal locations 

or malicious will be considered as list of malicious nodes. The system will assume that one or more of these 

nodes are hello flood attack. Later, it will detect the attack from this list of malicious nodes and the intrusion 

detection system will generate an alarm whenever a hello flood attack is found. 

In the system, each node finds its estimated location using some existing localization schemes which is 

called sensors’ estimated or claimed locations. Node localization determines the distances between sensors’ 

estimated locations and true locations. Each node has a communication range with certain radius. It is 

assumed that all sensors have the same communication range and each one of them will have certain 

number of nodes in its communication range. 

In this paper our focus will be on utilizing the on-spot location verification scheme and specifically the 

greedy filtering by matrix algorithm (GFM) in [4] to detect the hello flood attack. This algorithm is chosen to 

be used in our system due to its lightweight and it is considering the application requirements. The on-spot 

verification, mainly, is to verify whether a sensor’s estimated location is away from its true location less 

than a certain distance. The system has certain properties. First, it will be lightweight in terms of hardware 

cost and computation overhead. This means, it should not require expensive equipment and should not 

incur high communication overhead on sensor side, which would quickly consume the energy stored at 

sensors. Second, the verification algorithm should be able to provide accurate results even in presence of 

malicious attacks. Third, the system has to achieve high detection rate which is the ratio between the 

numbers of detected wrong locations and the number of all wrong locations. In addition, effectively achieve 

low false positive (false alarms) and low false negative rates. Where the false positive ratio is when the node 

is not a hello flood attack and the system detect it as a one, while the false negative ratio denotes the 

number of attacks that are not detected. 

It is assumed that the hello flood attack is launched at the network and at least one attacker is producing 

flood messages. The system will perform the location verification and produce a list of malicious nodes with 

abnormal locations. It is assumed that the hello flood attack is one or more of these sensor nodes. Then, our 

algorithm will use the given results to make the intrusion detection. The information given by the location 

verifier will assist in further steps in attack detection. The following section will provide a detailed 
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explanation of our proposed algorithm. 

6. Proposed Algorithm 

The system first starts by applying the on-spot “greedy filtering by matrix (GFM) algorithm” to filter 

abnormal locations. Abnormal locations of nodes those that exceed certain difference between their 

estimated and true locations. Once the malicious nodes maybe located and filtered, we are resulted with a 

list of nodes that are likely to be any type of attack. And assuming that the hello flood attack is one or more 

of these malicious nodes, the algorithm will detect the attack. Intrusion detection of the hello flood will be 

done by testing every node that is malicious. The testing will be applied to some of the resulted information 

from the GFM. During detection process the intrusion detection system will generate an alarm whenever 

there is a hello flood attack exists. 

In a sensor field with certain number of nodes n denoted by S1; ...; Sn. According to Fig. 2 the dark circles 

denotes sensor’s true location and empty circles denotes sensor’s estimated location. In case the distance 

was large then a localization error will occur [4]. 

 

 
Fig. 2. Sensors filed [4]. 

 

6.1. Creating Matrices and Choosing Metrics 

on the reported information from sensors at verification centre side. The following are the matrices used: 

 Observation matrix (Mo ) 

 Estimation matrix (Me ) 

 Difference matrix (Md) 

 Inconsistency matrix (Minc) 

And it applies four metrics for filtering the malicious nodes location they are: 

 Active Difference Metric (ADi) 

 Passive Difference Metric (PDi) 

 Asymmetry Metric (ASi) 

 Consistent-Neighbor Metric (CNi) 

For further explanation about the GFM algorithm it is presented in [4] in much more details. 

6.2. Malicious Nodes Filtering Procedure  

In this section, we will describe how the GFM algorithm calculates all the above matrices and utilizes 

filtering metrics to greedily filter out abnormal locations or (malicious nodes). 

The VC in the first round computes matrix Minc and metrics ADi, PDi, and ASi for alli = {1; 2; ...; or n}. Then 

the metric values will be examined and if there is any sensor whose metric value exceed that metric’s 

threshold, VC revokes the sensor with largest metric value (say node Sk), and sets all zeros to the kth row 
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and the kth column in matrixes Me, Mo, and Minc. This process will be repeated until no more sensors can be 

filtered out. After this, the metric CNiis considered: sensors that do not have enough number of consistent 

neighbours are revoked. Finally, the remaining sensors are accepted by the VC as correctly localized sensors. 

In this procedure, the threshold value of different metric is obtained according to the desired detection rate 

and false alarm rate by training. Finally, after applying the greedy filtering procedure we have got a list of 

suspicious or (malicious) nodes with abnormal locations that are most likely to be an attack to the network. 

Later, it will pass through further steps for detecting if any hello flood attack exists among them.  

6.3. Intrusion Detection of Hello Flood Attack 

Once the location verification of sensor nodes has been applied, it is resulted with a list of malicious 

nodes with abnormal locations. Those will pass through the intrusion detection process to detect if any of 

them is a hello flood attack. The following is how the detection procedure implements. Once one of the 

malicious nodes has enough processing power and large communication range sends Hello message to a 

node or more (goal nodes) that are neighbours and in a specific communication range. The goal nodes will 

assume that this attack node (intruder) is their neighbour and in their same communication range, however, 

it does not. Therefore, goal nodes will perform regular interaction in the network through the routing path 

of the intruder. Thus, the intruder may utilize the packets or information that are interacted through it and 

performs undesired actions, damaging or changing it.  

The intrusion detection process will start by monitoring those malicious sensors to detect any 

misbehaving. That information collected from previous step in location verification will be utilized as well. 

In order to detect the hello flood the system will first test the observation matrix (Mo), this matrix that 

already been computed using the sensors' neighbourhood observations. The detection algorithm checks if a 

malicious node sends a HELLO message and any goal node(s) have received it and at the same time the goal 

node does not observe it or flood back the message. And according to equation (1): and If Mo(i, j) = 1 but 

Mo(j, i) =0 is satisfied. This means, if the intruder can observe the goal node while the goal node does not.  
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But this test is not enough for detection as some sensors may not observe others due to geographical 

difficulty or distribution. Then, the algorithm will proceed to perform another test for detection.  

Second, the system will test the estimation matrix (Me), this matrix that has been already computed to 

test if the sensors are located in the same communication range of each other. The detection algorithm will 

check for the distance between the estimated locations of the malicious node and goal node. It will test if 

the malicious node is out of the communication range of the goal node(s). Since according to equation (2): 
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If Me(i, j)= 0 this means , if the distance between the estimated locations of the intruder and the goal 

sensors is less than the R (radius of communication range of the goal) ,then, the intruder is out of the 

communication range of the goal node(s). Therefore, the location of the intruder confirms that they are not 

neighbours. Thus, the massages that are received are flood in and fake. Overall, after applying the two tests 
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to the malicious nodes, first, a message is received from the intruder to pretend to be its neighbour, but, the 

goal node cannot observe it. Second, the intruder is out of the communication range of the goal node. This 

makes it as a hello flood attack and Fig. 3 illustrates the proposed algorithm. 

 

 
Fig. 3. Algorithm of intrusion detection of hello flood attack using location verification. 

 

7. Results and Discussion 

By deploying different numbers of sensors in a field with area size: 100×100 m, and a communication 

range with radius R = 20m in MATLAB we have implement the state of location verification and then 

applying the intrusion detection system to detect the hello flood attack. The system will produce a graphical 

representation of the nodes and their interactivity. Also, it will output the number of the nodes, malicious 

nodes, attack node and goal node(s). 

Let's take an example of what is given in Fig. 5 we have deployed 50 sensors in the field where red circle 

illustrates true location and green circle illustrates the estimated location of sensors. Also, blue lines 

between nodes denote the communication availability. A line between two sensor nodes exists when they 

are in the same communication range of each other. 

In addition, the system as mentioned earlier will produce results such as the nodes numbers, malicious 

nodes, attack node and goal node(s) as shown in Fig. 4. 

We have calculated the detection rate, false positive rate and false negative rates of the location 

verification. Fig. 5 is the results of the detection rate DR and false alarm rate FR and false positive rates FP 

with different anomaly degree and number of sensor nodes respectively. From the figure, we have noticed 

that the DR is increased with the anomaly degree increased, and didn't affect with the number of nodes. It 

achieved in average a high detection rates value of 9.0643. Also, the FP is decreased whenever we increase 

the anomaly degree and achieved in average low FP of value 0.3263. In addition, the FN is increased with 

the anomaly degree increased and in average it is low with value of 0.1362. 

Our algorithm presented good results and compared to other algorithms that used as solutions to detect 

the hello flood. Our algorithm successes in achieving low false positive and low false negative while in 

Intrusion Detection of Hello Flood Attack Algorithm. 

 

// Location verification to filter nodes that are malicious 

 

1.   Compute matrix Minc 

2.   Compute the metrics AD, PD, AS for all sensors in the field 
3.   While (sensor Si exists that can be filtered) 

4.   if ADi>AD_threshold 

5.   then revoke Sk that ADk is the largest among all sensors. 
6.   else  if PDi>PDi_threshold 

7.   then revoke Sk that PDk is the largest among all sensors. 

8.   else  if ASi> ASi_threshold 
9.   then revoke Sk that ASk is the largest among all sensors. 

10.   Set zeros to kth row and kth column in Me, Mo, Minc 

11.   Recalculate metrics AD, PD, AS for all sensors 

12.   While (sensor Si exists that CNi<CN_threshold) 

13.   Revoke sensor Si for not having enough neighbours. 
14.   Verify remaining sensors not revoked. 

 

Intrusion Detection of Hello Flood Attack Algorithm (Cont.) 

 

/ /Detection of the Hello Flood 
 

15.   while ( malicious sensor Smi exists)  

If Mo(i, j) = 1 and Mo(j, i) =0  
then if Me(i, j) = 0 

then sensor i is a Hello Flood attacker  
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Neighbour-based IDS [24] the false positive is low but the false negative is high with signal strength 

increased as shown in Table 1 compares our results with other produced results in other solution. 

 

 
Fig. 4. Sensors filed in MATLAB with results 50 sensors with hello flood at sensor 22. 

 

 
(a) Detection rate DR 

 
(b) False positive rate (FP) 

 
(c) False negative rate (FN) 

Fig. 5. (a) Detection rate. (b) False alarm (positive). (c) False negative rates for hello flood detection using 

location verification. 

 

Table 1. A Comparison between Our Location Verification Based IDS Algorithm and Neighbour-Based IDS 
Algorithm Presented in [24] 

Algorithm Average false positive Average false negative Criteria  
Location verification based IDS 0.3263 0.1362 Anomaly degree  
Neighbour-based IDS 0.28 3.76 Signal strength 
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8. Conclusion  

WSNs are critical and widely used nowadays in a huge number of applications. One of the major factors 

that should be considered is its security due to its important role. There are number of security defence 

against the hello flood attack. However, there was no previous work that utilizes the location verification 

scheme for attacks detection. In this paper, we have implemented an intrusion detection system in MATLAB 

to detect the hello flood attacks on WSNs based on using the greedy filtering by matrix location verification 

scheme [1]. Our system has achieved high detection rate which in average 9.0643. The false positive rate is 

became lower and false negative rate is became higher with increasing the anomaly degree, but, both in 

general were low as required with average false positive rate 0.3263 and average false negative rate 0.1362. 

9. Future Works 

The algorithm presented in this paper is applicable to detect attacks that are somehow use the locations 

or communication range capabilities to be an intruder. Therefore, the algorithm could be modified to detect 

other type of attacks such that the locations and communication rages are used. 
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